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Abstract 
The increasing share of renewable energies, especially solar photovoltaic (PV) and wind, will require coordinated 
efforts in order to adapt them to the future grid infrastructure. For that, the communication between electronic devices 
is a key technology. Although there is an international communication standard with IEC 61850 and the required 
models for energy systems are already specified, they face an existing heterogeneous system structure in reality. 
Therefore a migration concept is required in order to integrate today's fragmented devices. Standardised 
communication and certified products are required to ensure security, safety and reliability in a diversified future grid 
infrastructure.
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1. Introduction 
The importance of a sustainable and efficient energy concept is evident. The growing installations of 
renewable energy resources require a coordinated effort from the planning stage all the way down to the 
electronic devices used for power generation, distribution, storage and consumption. This means that we 
shall not consider an energy producer (e.g. a wind farm or a photovoltaic plant) as an isolated node of the 
energy network: consumers, producers and storage systems must rather be an integral part of the smart 
grid that automatically allows for an optimisation of the available resource usage and balancing with 
current demand. Thus, a common standard is required for the information exchange. The international 
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communication standard IEC 61850 can provide this, and it should be implemented in the embedded 
systems used for all energy relevant data. IEC 61850 offers a variety of data models and is currently 
extended for PV, inverter technologies and energy storage. The successful implementation in substation 
automation shows the potential of a standardised approach, but the medium- and high-voltage power 
systems cannot handle the existing local power infrastructure. The increasing penetration with Distributed 
Energy Resources (DER), combined with a significantly higher fluctuation in the energy consumption 
and with a higher level of disturbances, makes it difficult to handle the local grid of the future with 
today's infrastructure devices. There are several approaches to overcome these obstacles in the local grids. 
The current grid model faces a limited degree of automation, especially at low-voltage level; nevertheless, 
there are first efforts to introduce concepts such as grid control, device communication and 
interoperability in various international standards. Thus, a migration concept is required; this will require 
conformance and interoperability testing in different areas of the future power system. Migration and 
semantic are challenges beyond the testing procedure today and a dedicated energy risk management 
covering security, safety and reliability will be required. An integrated approach will facilitate the 
complex interaction between the different devices and organisations. 
An overview of the existing power grid is given in the next section, followed by a presentation of the 
IEC 61850 standard and its applications. Integration of PV systems will be shown in Section 4 with 
conclusions drawn at the end of the paper. 
2. Grid overview 
A grid is typically a layered system, where the layers are defined by the voltage level. A three layer 
system (high-, medium- and low-voltage) is the typical way to cover a country or region today. The need 
for an additional long distance transportation of a huge amount of energy requires a fourth layer that is 
characterised as a High Voltage Direct Current (HVDC) bulk transmission of electrical power. 
The interconnection of the layers and the network segments happens in so-called electric substations. 
The substations have different degrees of automation. The high-voltage substations including the 
substations connecting to the medium layer are highly automated. The connection between medium- and 
low-voltage, however, has a very low penetration of automation or "smart" technologies. Table 1 gives an 
overview of the German grid infrastructure as an example. The typical distance between producer and 
consumer is 70 km.  
Table 1. Electric power grid infrastructure in Germany 




High Voltage Direct Current (HVDC) Above 380 kV <10 highly automated 
High Voltage 380kV-220kV Approx.1000 highly automated 
Medium Voltage 60kV-6kV Approx.50000 some automation 
Low Voltage 400V Approx.1000000 Almost no 
automation 
   This situation will change with the growth of renewable energies contribution, since the most of these 
sources generate electricity in a distributed way. The new challenges require a much higher automation 
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degree in the low voltage level. About 50% of the substations will need an innovated technology during 
the next years. 
   Substation automation also means a higher level of communication as quite a number of components 
are involved. The communication in substation automation is specified in the IEC 61850 standard. 
3. IEC 61850 usage 
The implementation of a smart grid requires demanding efforts by the national and international 
standardisation bodies, not only to harmonise already existing standards but also to define new ones. 
The U.S. Energy Independence and Security Act of 2007 (EISA) assigned to the National Institute of 
Standards and Technology (NIST) the “primary responsibility to coordinate development of a framework 
that includes protocols and model standards for information management to achieve interoperability of 
smart grid devices and systems…” [1]. 
The International Electrotechnical Commission (IEC) has defined its standardisation framework as 
well. The IEC Technical Committee 57 (TC 57) has identified more than 100 relevant standards about 
smart grid, including also end-to-end security standards. Figure 1 gives an overview of this effort. 
Fig. 1. The International Electrotechnical Commission (IEC) has individuated more than 100 standards about smart grids. IEC 
61850 is a key standard to facilitate the integration between market communication standards (mostly regulated at a national level)
and field devices-related standards. 
Both standardisation efforts have chosen the IEC 61850 series of standards as a core element of smart 
grids.  
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3.1. Model structure of IEC 61850 
The first edition of the standard IEC 61850 (“Communication networks and systems in substations”), 
published in 2003 was initially designed for substations, sub-divided into six different topics (see Fig. 2). 
Fig. 2. The first edition of the IEC 61850 standard was published in 2003. More than 1,400 pages are sorted into 10 parts. In 
particular, the required parameters for the physical implementation are described in Part 5, “Function and Device Models”. 
The IEC 61850 series of standards describes the data models of a variety of substation components and 
their interactions with the grid. This allows interconnection of devices produced by different vendors 
without extra effort for the communication required by the systems operators. 
The core concept of the IEC 61850 is the “virtualisation” of a physical device into a Logical Device 
(LD). The data modelling defined in the standard splits the functionalities of a logical device into so-
called Logical Nodes (LN). A logical node is defined in the IEC 61850 as “the smallest part of a function 
that exchanges data”, and it represents the relevant information of a certain element of an Intelligent 
Electronic Device (IED). Each piece of information is coherently organised and named. For example, the 
measurement LN “MMXU” represents power, voltages, currents, and impedances in a three-phase 
system, and the LN “XCBR” represents a circuit breaker. The number of LNs is increasing with the 
acceptance of the standard [2]. 
A LN consists of several Data Objects (DO) that are also standardised. An important fact is that the 
DO value is combined with a timestamp and a quality-code.  Both items can be used to indicate a certain 
typology of problems occurring during operation in a critical situation (e.g. an overvoltage or a short 
circuit). Figure 3 shows the modeling concept of IEC 61850. 
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Fig. 3. IEC 61850 modelling concept. A physical device, such as a protection device in a bay (the part of the substation containing 
high-voltage switching devices and connections of the power line to the substation busbar system), in a wind power plant (WPP) or 
in a Distributed Energy Resources (DER) power plant, is “virtualised” into a Logical Device (LD), whose functions are divided into 
several Logical Nodes (LN): in this case, the measurement LN “MMXU” (representing power, voltages, currents, and impedances 
in a three-phase system) contains the Data Objects (DO) “Active Power” (W) and “Reactive Power” (VAr). The engineering process 
is supported by the SCL (Substation Configuration Language) defined in the Part 6 of the IEC 61850. 
The IEC 61850 models support several types of services. Beyond the basic read and write functions 
that are also defined in other standards, there are further interactions possible, such as reporting and 
enhanced command execution. Onsite event processing is another important element in the IEC 61850 
object model environment. 
 The key protocol used in IEC 61850 is ethernet with TCP/IP. The communication is done via a client-
server mode. The IED acts as server that offers through LNs an abstract view to the field level. The client 
initiates the connection. Thus, the IED needs only a few additional configuration parameters. 
There are types of services that require an expedited execution. The GOOSE (Generic Object Oriented 
Substation Event) messages have a high priority tag, which allows expedited delivery. GOOSE frames 
must not be handled by the TCP/IP stack, and they are transmitted in a 5 ms to 10 ms time frame through 
a publisher-subscriber mechanism. The same principle applies for SMV (Sampled Measured Values), 
which allows the cyclic transfer of bulk data. [3] 
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3.2. IEC 61850 infrastructure 
The IEC 61850 standard offers support beyond data models, abstract communication services and 
technology mappings. The system aspects define for example the environmental conditions for IEDs, 
while the chapter about testing specifies procedures that ensure a high level of conformance. 
A very important issue is the representation of the IEDs in the digital world and their configuration in 
an electrical substation [4]. The Substation Configuration Language (SCL) defines all information 
exchanged in a substation communication network. SCL (specified in the Part 6 of the IEC 61850 
standard) is a XML-based programming language and representation format, and it defines a set of 
formats containing the device model (logical nodes, communication systems and capabilities). The SCL is 
a multi-purpose language used to create several SCL files for the complete representation of the IED.  
Each SCL file shall contain the following parts: 
x Header: it identifies an SCL configuration file and its version, and it specifies options for the mapping 
of names to signals. It must be always present in a SCL file. 
x Substation description: it describes the functional structure of a substation, and it specifies the primary 
devices and their electrical connections and functions. 
x IED description: this part describes the IED configuration and functions: access points, the logical 
devices, and logical nodes. Moreover it specifies the communication capabilities of the IED. 
x Communication system description: it specifies the different possibilities for a direct communication 
connection between logical nodes via  logical buses and IED access points. 
x LNodeType definitions: It describes different templates for logical devices, logical nodes, data objects 
and it is used to build the other sections. 
The most relevant SCL files used for substation automation are:
x ICD file (IED Capability Description): it exhaustively defines the capabilities of the IED and 
optionally the pre-configured data model of the IED. It must be provided by the device manufacturer.  
x CID file (Configured IED Description): it describes an instantiated IED with all the relevant 
configuration parameters. 
x SSD file (Substation Specification Description) describes the power system functions of a substation 
automation system. It includes the single line diagram of the substation and its functionalities (LNs). 
x SCD file (Substation Configuration Description) exhaustively specifies the configuration of a 
substation, and contains one SSD file and several ICD files. 
4. Integration of PV 
One of the biggest advantages of IEC 61850 is its versatility: as an all-comprehensive standard, its 
application is not limited to electrical substations, but it finds place also in power systems considered as a 
whole. A complete power system comprises several kinds of components with a specific model existing 
in the standard for each component. The most generic LNs are handled in IEC 61850-7-4. 
The PV generation system may consist of several units and may be combined with storage 
technologies or electrical energy user. Most of the aspects are already defined in IEC 61850-7-420 
(Distributed Energy Resources) [5], but some modelling details are still under development. Thus, a new 
standard for PV-inverters and storage is in progress to close this gap. Figure 4 illustrates the possibilities 
of improved grid integration via the different parts of the IEC 61850 standard. 
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Fig. 4. Distributed Energy Resources (DER) can be integrated in the power grid through the different parts of the standard IEC 
61850. One of the main goals is to build up a “virtual power plant” run by a main control facility. The fast peak load tracking and 
correction function used for proper grid sizing, for example, is facilitated by the IEC 61850 standards. 
4.1. Improved protection for PV systems and inverters 
IEC 61850 allows the exchange of power quality data (e.g. transients, RMS (Root Mean Square) data, 
harmonics) with a significant improvement in the protection of inverters and of PV modules. For instance, 
if the inverter is informed about a fault (e.g. an overvoltage) in its early stages, it can survive with a much 
lower probability of damage. Power electronic components are much more vulnerable than the electro-
mechanical ones; therefore for these parts a higher level of protection is necessary. Data modelling for 
inverters is handled in IEC 61850-7-420 [5] and 90-7 (draft IEC 61850 standard for object models for 
inverters in distributed energy resources (DER) systems).  
A very important benefit is the fast reaction time to changes of the power factor (cos phi) of the 
inverter. The PV inverter is capable to adapt the power factor, and this implies that the overall system 
efficiency can be improved if power load data (e.g. of the large consumers) are available and shared via a 
real-time communication. The power utilities and/or the customer's EMS/SCADA (Energy Management 
System / Supervisory Control And Data Acquisition) will manage the regulation of the power factor of 
the grid-connected inverters through issuing a value for the power factor angle.  
As a first action to perform the power factor regulation, a pre-defined set of the status information is 
requested (status value, quality flag, timestamp) from the inverter; the command is then issued together 
with a ramp rate and a proper delay time to move from the current setpoint to the new one, to make sure 
that not all the PV inverters will change abruptly their status or at the same time. The command will be 
then executed within the allocated time window (If the time window is zero, the command will be 
executed immediately). A timeout is also given so that the inverters can be reverted at the default state 
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(e.g. resetting the power factor setpoint to its default value) in case of wrong configuration or unexpected 
reaction of the inverters. [6] 
4.2. Increased grid stability with real-time communication 
The connection of an increasing distributed generation capacity to the existing transmission grid can 
cause instabilities in the power system resulting in overloaded transmission lines, transformers, circuit 
breakers, and other system components, potentially exceeding accepted reliability criteria. Overload 
conditions can be managed with IEC 61850 in a faster way with the prevention of instability of the grid, 
with significant advantages over traditional methods of using multiple copper terminations to measure 
field contact status.  
The most relevant design practices and measures necessary to maximise system reliability and 
availability are defined in IEC 61850-4. Real-time communication (in particular via GOOSE messages) 
between local and remote devices facilitates the monitoring and real-time troubleshooting diagnostic of 
the overall grid health, and enables the triggering of early warnings which can prevent a local or wide-
scale grid failures, such as: faults, low voltage, poor power quality, overloads and other unwanted system 
conditions. Moreover, the digital communication reduces the number of field terminations, associated 
wiring, labour, and maintenance [7]. 
5. Conclusions 
Smart grid technology is the key for an efficient use of the distributed energy resources. Thanks to this 
intelligent network, the future energy generation and consumption can be efficiently adjusted and 
optimised. Distributed generation requires high level of interaction of all entities: in order to ensure a 
smooth and reliable activity in the network, IEC 61850 is the new global standard for power utility 
communication. Interoperability and conformance with standards are essential, and therefore, new 
devices must be able to integrate with existing equipment.  
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